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License

VigorView License
Copyright 2005 by DrayTek Corporation. All rightsreserved. VigorView is copyright of DrayTek Corp.

No part of this digtribution may be reproduced, transmitted, transcribed, stored in aretrieval system, or
trandated into any language without written permission from the copyright holders.

The PHP License, Verson 3.0
Copyright (c) 1999 - 2003 The PHP Group. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, is permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Thename"PHP" must not be used to endorse or promote products derived from this software without prior
written permission. For written permission, please contact group@php.net.

4. Products derived from this software may not be called "PHP", nor may "PHP" appear in their name,
without prior written permission from group@php.net. Y ou may indicate that your software works
in conjunction with PHP by saying "Foo for PHP" instead of calling it "PHP Foo" or "phpfoo”.

5. The PHP Group may publish revised and/or new versions of the license from time to time. Each
version will be given a distinguishing version number. Once covered code has been published
under a particular version of the license, you may always continue to use it under the terms of that
version. You may also choose to use such covered code under the terms of any subsequent version
of thelicense published by the PHP Group. No one other than the PHP Group has theright to
modify the terms applicable to covered code created under this License.

6. Redistributions of any form whatsoever must retain the foll owing acknowledgment:
"This product includes PHP, fredly available from <http://www.php.net/>".

THIS SOFTWARE IS PROVIDED BY THE PHP DEVELOPMENT TEAM TASIS' AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESSFOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE PHP DEVELOPMENT TEAM ORITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behdf of the PHP
Group.

The PHP Group can be contacted via Email a group@php.net. For more information on the PHP Group
and the PHP project, please see <http://www.php.net>.

This product includes the Zend Engine, fredly available at <http://www.zend.com>.
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ApacheLicense
Copyright, 2005 Draytek Corp.

Licensed under the Apache License, Version 2.0 (the "License"); you may not use thisfile except in
compliance with the License. Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LI CENSE-2.0

Unlessrequired by applicable law or agreed to in writing, software distributed under the Licenseis
distributed on an "AS|S' BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
either express or implied. See the License for the specific language governing permissions and
limitations under the License.

Apache License
Version 2.0, January 2004
http://www.apache.org/li censes/

Licensed under the Apache License, Version 2.0 (the "License"); you may not use thisfile except in
compliance with the License.

Y ou may obtain a copy of the License at http://www.apache.org/licenses/LI CENSE-2.0

Unlessrequired by applicable law or agreed to in writing, software distributed under the Licenseis
distributed on an "AS|S' BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
either express or implied. See the License for the specific language governing permissions and
limitations under the License.
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Before you use VigorView to manage the routers on the network, please configure the system
settings first. After you finish the basic settings on the Main page, you can then access into
System page for configuring more settings to have compl ete management.

Usually, after installing VigorView, the system will guide you to access into the login page.
Simply typein admin (default value) for the username and password, and click L ogin.

VigorView

VIGOROUS EROADBAND ACCESS

Usernarme : |admin

Fassword -""'|

[L;c-gm][ Forget Password? ]

DrayTek

Capyright () 2005, DrayTek Corp. All Rights Resenved.

Note: If you close the VigorView login page for any reason and want to access for
the next time, please type IP address of 127.0.0.1 in the address field and press
Enter. The above login page will be popped up. If you have any problem, please
refer to troubleshooting 4.1.

After log in VigorView, the home page will be shown as below:
.

VigorView Dray Tek

VIGOROUS BROADBAND AGCESS www.draytek.com

Main System Operation Status Log Out

VigorView Ver 1.0

Quick Start

Step 1: Add new user login account {maore info)

Step 2: Add new netwiork to group your devices (more info)

Step 3: Add new device type for different devices (more info)

Step 4: Add new device (router) information {(more info)

Step 5: Connect to device (router) and view router status from status page

Step 6: Device operation: You can now perform operations on the router {firmware upgrade, backup, etc )

= -
For the operation of Quick Start, pleaserefer Quick Start Guide.
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1.1.1 Forget Password

If you forget the login password, please click Forget Password in the Login screen to open
the following page.

Login | |
IO

Typeinyour Login ID and click E-mail. The password that you set before for that username
will be sent out to your mailbox.

If you cannot receive the password from e-mail, there are two ways for you to check if the
SMTPis set correctly or not.

Please open the file of PHP.ini first. Locate the following line:

SMTP = XXX.XXX.XXX.XXX ; for Win32 only
smtp_port = 25
sendmail_from= xxx@xxxx.com ; for Win32 only

Y ou have to know the IP address (xxx.xxx.xxx.xxx) of the SMTP and add it into proper
position. Asto sendmail_fromline, please assign the e-mail address for VigorView.
Later when you click E-mail on the Forget Password dialog, the correct password will be
sent to the specified e-mail address.

On Vigor View Settings (can be seen only for administrator) page, typein the
SMTP_Server IP address.

~

VigorView Dray Tek
uuuuuuuuuuuuuuuu EsS www.draytek.com

Main System Operation Status Log Out 1 1 user (ADMIM)

VigorView Settings

Timeout {in seconds, 0" to disahle):
Enable Router Status
Enable Cnline Traffic
Enable Database Backup
Enable Alert
Enable Alert (Errors)
Enable Alert (Firmware)
Enable Alert (Connections)
Enable Syslog Cleanup
Syslog Cleanup Interval {in days)

|SMTP789rver

— —

H|I!!!!!!n!i
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To logout VigorView but want to login with another username, simple click L ogout menu.
Later, the login page will be displayed. Y ou can type in another username for login with that
identity.

VigorView

VIGOROUS BROADBAND ACCESS

Main System Operation Status | Log Out

To manage routers for operation with onetask, you have to build user(s) first. Each time when
you want to login VigorView, different users can use different account that you created in this
page to manage different groups of routers.

One user can handle many routers. And the administrator can handle all the users. With such
settings, lots of routers can be divided into several groups with specific usernames. The user
name of ADMIN is the default administrator.

Note: Do not delete ADMIN account before adding another admin account.

User 1, 2 or 3 cannot access into the group of each other; yet ADMIN can access into each
group with ease for it manages al of them.

To add users, do the following:

1. LoginVigorView with theidentity of administrator by typing default username and
password. The main screen of VigorView will be shown later.

2. Fromthe System menu, choose Users.

VigorView User’s Guide 3



3.

System Operation Status

L¢

sers

Metwark

Device Type

Device

Metwark Permissions
Messages

Secure YigorYiew

Yigoriiew Settings

OntheUser List (Active Users) page, please click Add.

VigorView

Main System Operation Status

Log Out & 1 user (ADMIN)

User List (Active Users)

DrayTek

www.draytek.com

All Users  Active Users Inactive Users Help

Tsex Name E-Mail

Ter Type A ptive Delete

ADMIN | Adrdniztrator

=

Deelete

L.

B

On the page of User Add, typein user ID with upper case. Enter new password for this
new user on the field of Password (do not set the same password as of the administrator).
Next, retype the one on the Confirm Passwor d. Type a valid email address on thefield
of E-mail. Asto User Type, please choose Normal User for general purpose. Then click

Add.
User Add
User ID {Upper Case) | |USEROL
Fasswiord sesses
Confirm Password sesnes
E-mail |use01 @yahoo.com
User Type Nomnal User  +
Active

User 1D (Upper Case)
Password

Typein new name for thefirst group you want to creste.

Typein new password for this new user.

VigorView User’s Guide



Confirm Password
E-mail
User Type

Active
Add

Retype the new password.
Typeinarea and useful e-mail address.

There are three types of user for this option, Administrator,
Normal User and Guest. Administrator can manage all the
users; users can manage his own network (group). Guest
can only read the router statusin public network. Choose a
proper type for current created user.

Check this box for invoking this setting.

Click this button to add the new user and display it on User
List page.

Note: You haveto typein areal e-mail address in this page. When you forget the
password of thisuser ID or the system alert occurs, the system can send it to the
e-mail address that you wrote here.

5. A new item with the name of USEROL1 is created and shown on the page of User List

(Active Users).
\

VigorView

VIGOROUS BROADBAND ACCESS

Main  System Operation Status Log Out 88 1 oo ADMING

DrayTek

www.draytek.com

Tser Name E-1ail

User List (Active Users)

ATRIN yin@hotmailcom | Administrator | Y Delete

All Users  Active Users Inactive Users Help

Active Delete

| TEEROL zeill @wahoo com | Noomal User | ¥ Dielete I

-

User Name
E-Mail
User Type
Active

Delete

All Users

Active Users
Inactive Users
Help

Liststhe user ID of the users that you created.

Lists the email address for that user that you created.
Lists the type of that user.

Lists the status for that user. Y means Active, N means
inactive.

AIIQWS you to remove that user with corresponding
settings.

Click thislink to list all the active and inactive usersin this
page.

Click thislink to list all the active users.

Click thislink to list all the inactive users.

Click thislink to display online help for current page.

6. Repeat the same procedure for adding more users (for example, user02 and user03).

For the security in network, you have to build a specific network environment for current user
account. It is recommended for you to logout Admin account and re-login VigorView with
another username and password that you want the networks to be built under.

VigorView User’s Guide



1.4.1 To Add a New Network

1.

2.

3.

4.

From the System menu, choose Networ k.

System Operation Status Lt

Users

Device Type

Device

Metwark Permissions
Messages

Secure YigorYiew

Yigoriiew Settings

When the Network List page appears, click Add.

P

VigorView DrayTek

VIGOROUS BROADBAND ACCESE www.draytek.com

Mein System Operation Status Log Out W8S 1 oo (USERDT)

Network List (Active Networks)

All Networks Active Networks Inactive Networks Help

Metwark [T Diescription Crwmer Ative Todified By Modified Date
FIELIC Fublic Network | PUELIC | ¥ ADMIN 20051111,12:19:57

J

On the Networ k Add page, pleasetypein Network ID (with the name that easy to be
identified) and write down proper description for the ID. And check the box of Active.
Finally, click Add.

Metwork Add
Metwork ID (Upper Case) | [EDOL |
Description |
Active

Network ID Lists the network ID for current user that you created.

Description Give a brief description for this network ID.
Active Check this box for invoke this setting.
Add Click this button to add the new user and display it on User

List page.

After clicking Add, the new network will be added on the Network List (All Networks)

with the name that you type above.
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VigorView

VIGOROUS BROADBAND ACCESS

Main System Operation Status Log Out

DrayTek

www.draytek.com

B8 1 Lser (ADMIN]

MNetwork List (Active Networks)

All Networks Active Networks Inactive Networks Help

Network ID Description Owner Letive Modified By Modified Date Delete
B g RO T (USROS % |
— =7
Network ID Lists all the network IDs for current user account.
Description Lists the brief description for each network 1D.
Owner Displays the owner of that network.
Modified By Displays the last account that modifies this network.
Modified Date Displays the last date that the network is changed.
Delete AII(_)WS you to remove that network with corresponding
settings.
Add Click this button to open Network Add dialog for typing
adding information.
Join Click this button to access Network Permissions screen for
joining to another network.
All Networ ks Click thislink to list all the active and inactive networks

Active Networ ks
Inactive Networ ks

for current user account in this page.
Click thislink to list all the active networks.
Click thislink to list all the inactive networks.

Help Click thislink to display online help for current page.
1.4.2 To Modify a Network
1. If youwant to modify network after created it, simple click the new added network ID
link.
—
VigorView DrayTek
VIGOROUS BROADBAND ACCESS www.draytek.com
Main System Operation Status Log Out "_- P 1 user (ADMIN)
MNetwork List (Active Networks)
All Networks Active Networks Inactive Networks Help
Wetwark D Dieseription Crwner Letive Todified Bar Todified Date Dielete
FIELIC Public Wetwork | PURLIC | ¥ ADMIN A051111,1316:57 | Delete
D department | USEROL | ¥ TEERAL 0051111, 3:47 56 | Delets
[min ]
N _J
2.  Thefollowing screen will be displayed for you to proceed the modification.
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Metwork Modify

Metwork D {(Upper Case) | RDO1

Description RD department
Meterork Chner USERDL

FUELIC
Active

Description The previous description will be displayed in this field.
Y ou can modify it.
Networ k Owner PUBLIC and ADMIN are default settings. The new one

(e.g., USEROQL) that you created in User List page will be
shown here, too. Y ou can assign this network 1D to another
owner by using the drop down menu. If you select PUBIC,
it means every valid user including guest is allowed to

access the network.

Active Check this box to activate this network; or uncheck this
box to inactivate this network.

Modify Click this button to finish the modification.

Different devices need to be assigned with different type. This page allows you to accomplish
such purpose.

1.5.1 To Add a New Device Type
1. Fromthe System menu, choose Device Type.

System Operation Status L

Lzers

Metwoark

Device

Metwork Permissions
Messages

Secure YigorYiew

Yigoriiew Settings

2. Whenthe Device Type List page appears, click Add.

VigorView User’s Guide



VigorView

VIGOROLUS BROADBAND ACCESS

Main  System

Operation  Status  Log Out

DrayTek

www.draytek.com

[ 1 user (USERDT)

Device Type List

Help
Device Type Diescription Delete
Vi'ﬁr Creneric Vigor Ronter | Delete
J

L.

3.  OntheDevice Type Add page, pleasetype in the devicetype ID and the corresponding
description for the router. Then click Add again.

e

VigorView

VIGOROUS BROADBAND ACCESS

Main System OCperation Status LogQut

DrayTek

www.draytek.com

{8 1 user (USERDT)

Device Type Add

Device Type ID (Upper Case) || VIGOR20M |
Description [Vigor 2900 Seres romte] |
[ Add ][ Cancal ]
- J
Device TypelD Typein the name of the router for current network.
Description Giveabrief description for this device.
Add Click this button to add the new device type and display it

on Device Type List page.

4. Now, the new devicetype will be displayed on the Device Type List page.

P

VigorView

VIGOROUS BROADBAND ACCESE

Main System Operation Status Log Out

DrayTek

www.draytek.com

(& 1 user (USERDY)

Device Type List

Help

r FIGOR2900

TigorZ000 Series mouder | Delete

Vigox Cenexic Vigor Router | Delete
[l ]
Device Type Lists the devicetypefor current router.
Description Lists the brief description for the device.
Delete Allows you to remove that device type with corresponding

settings.

1.5.2 To Modify a Device Type
1. If youwant to modify a devicetype after created it, simple click the new added device

typelink.

VigorView User’s Guide
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VigorView DrayTek

VIGOROUS BROADBAND ACCESS www.draytek.com

Main System Operation Status Log Out (= R (USERO1)

Device Type List

Help

Dievice Tﬂe Description Dielete
VIGOR2900 I VigorZ000 feries router | Delet:
12010 Cenexic Vigor Router | Delete

- J

2. Thefollowing screen will be displayed for you to proceed the modification.
Device Type Modify

Device Type 1D (Upper Case) | VIGOR2900
Description | Wiger2900 Series router |
[_modifty ][ Cancel ]
Description The previous description will be displayed in this field.
Y ou can modify it.
Modify Click this button to finish the modification.

This page allows you to add device information for each device.
1. From the System menu, choose Device.

Users

Metwark

Device Type
Metwark Permissions
Messages

Secure YigorYiew

Yigoriiew Settings

2. When the Device List page appears, click Add.

VigorView User’s Guide
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VigorView

VIGOROUS BROADBAND ACCESS

Main System Operation Status Log Out

DrayTek

www.draytek.com

i
B 1 user (USERDT)

Device List (Active Devices)

All devices Active devices Inactive devices Help

Network

Diervice [D Dievice Type

-

Hetwork

Device Description Active IF fddres: Crwier Iodified By Modified Date

DevicelD
Device Type
Networ k

Device Description

Active

IP Address
Owner
Modified By

Modified Date
Add

List the name of the device.

List the devicetypefor the device.

List the network that the device beongs to.
List the brief description for the device.

Display the status of the network. Y means active; N
means inactive.

Display the WAN IP address for this device.
Display the owner of current network.

Display the name of the user who modified the information
of this device.

Display the date of the last time modification.
Click this button to open Device Add page.

Typein al therequired information on the page. Check on Active. Then click Add.

Device Add
Device ID (Upper Caae%
Password | |
Device Type
Device Description [ronter of useidl |
Netyork
IP Address [192.168.1.1 |
Host MName | |
Crwiner USEROL
Telnet Port [23 |
Ftp Port |21 |
Hitp Port |30 |
Hitps Port [443 |
secuy
Active

11



DevicelD

Password
Device Type

Device Description
Networ k

|P Address
Host Name
Owner
Telnet Port
Ftp Port
Http Port

Https Port

Security

Active

Add

Typein anew namefor such device.

Typein the password that you used to access into the
webpage for configuring of that device.

Choose a proper devicetype for this device by using the
drop down list.

Typein brief explanation for this device.

Assign one network group for this device by using the drop
down list.

Typeinthe WAN IP address for this device.

Typein the host name (the name used in DDNS of the
router) of this device. If you know the IP address of this
device, you can skip thisfield.

Assign the owner of the network group for this device.

Keeping the default value if you haven't changed the
router setting.

Keeping the default value if you haven't changed the
router setting.

Keeping the default value if you haven't changed the
router setting.

Keeping the default value if you haven't changed the
router setting.

Use the drop down list to choose a proper security
configuration for this device. For secure connection, please
refer to section 1.9 of this guide.

Check this box to activate this network; or uncheck this
box to inactivate this network.

Click this button to add the new device and display it on
DevicelList page.

4. Now, anew router is added on the Device List (Active Devices).

-

uuuuuuuuuuuuuuuuuuuuuuu

Main System Operation Status Log Qut

DrayTek

www.draytek.com

& 1 user (USERDT)

Device List (Active Devices)

All devices Active devices Inactive devices Help

Newiork

TIGOR2900 | VIGOR2900 RDOL

Giguapey T Tore TETROTE.

T DT pis v T
router of veerll ¥ 152.168.1.1 | USEROL | URERD] 20051111,13:45:43

12

-

Allows you to export current information about the device
with thefile extension .CSV.
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Basically, auser cannot see the detailed content of another one. Yet it can ask to join to the
network of another user. The onethat is asked to be joined can determine the permission for
joining or deny the request.

From the System menu, choose Networ k Per missions.

System Operation Status L

Lzers
Metwoark
Device Type
Device

Metwork Permissions

Messages
Secure YigorYiew

Yigoriiew Settings

The Networ k Per missions page appears as follows.

—
L] L]
VigorView DrayTek
VIGOROUS BROADBAND ACCESS www.draytek.com
Main System Operation Status Log Out "_ ] user (USEROT)

Network Permissions (USERO1)
All Networks Approved Networks Unapproved Networks Help
Users | USERDL «

Approved Networks

Hetwork Approved HWetwork Crwner A tive Leave Netwark

[BEL— ¥ | USERDL ¥ [Leave
[ 3ein ][ Menage |
_ J
All Networks Click thislink to list all the active and inactive networks for
current network in this page.
Active Networks Click thislink to list all the active networks.
Inactive Networ ks Click thislink to list all theinactive networks.
Help Click thislink to display online help for current page.
User Select the user that you want to manage. If you want to

manage all the users, you haveto use ADMIN account to log
inVigorView. Otherwise, you can manage the networks
under current user only.

Networ k Display the network of the applicant.

Approved Y means the applicant is allowed to join to the network of
current user. No means the applicant is not allowed to join.

Network Owners Display the owner of current network.

VigorView User’s Guide 13
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Active Display the status of the network. Y means active; No means

inactive.
L eave Networ k Click this button to let the applicant who asked to join to the
network of current user leave current network.
Join Click this button to request to join a network of another user.
Manage Click this button to remove the network permission of

certain network for certain user.

Joining to Other Active Network

Please note that only active network is allowed to be joined. If the network is
inactive, it is not allowed another use to ask for joining.

For some reasons, a user may want to join to another network of other users. VigorView
provides the functions of Join and Networ k Per mission to reach such goal. Please refer to the
following example for overall understanding.

Admin

Network ID: RD Network ID: Sales

User01 (with network 1D: RD) asked to join to the network (ID: Sales) of User02. User02 will
permit it to join through Network Permission page. Please do the following:

1.  Login VigorView with user name - UserO1 and open Network List.
Network List (Active Networks)

All Networks Active Networks Inactive Networks Help

Hetwork ID Description Crwner Active Modified B Modified Date
PUELIC Public Network PUELIC | ¥ TEERDZ 20051122,09:21:29
ED ED 1 and 2 DEPARTMENT TSEROL | Y TEEROL 20051122,09:48:51
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2. Click Join to get into Networ k Permission page.
Network Permissions (USER01)

All Networks Approved Networks Unapproved Networks Help

Users | WSEROL +

Approved Networks

Metwork A pproved Metwork Crwener A tive Leave Network
| RED I T I TEEROL I T I Leave

3. Click Join again. From the Networ k drop down menu, please choose the network
description that you want to join. In this case, please select Sales and M arketing
Department. Then click Join.

Join Network Join Network
User D | USERDT User D | USERDY
Metwork | | Select Network v| Metwiork | | Select Metwork v
Selerct Metwork -
e | coneel | RD | il L DEPARTMELTT
wales and Marketing Departroent

4.  Now log out UserO1 and log in User02 (or simply open another VigorView screen and
log in with the user name of User02).

5. Inthe main page of VigorView for User02, oneline of notifying message with red color
will appear to inform you the request coming from other user. Please click the number
(eg., 1) to accessinto Networ k Management (Networ k Owners).

VigorView Ver 1.0

There is 1 new request to join your networks.

Quick Start

Step 1: Add new user login account (more info)

Step 2: Add new network to group your devices [more info)

Step 3: Add new device type for different devices {more info)

Step 4: Add new device (router) information {(more info)

Step 5: Connectto device (router) and view router status from status page

Step 6: Device operation: You can now perform operations on the router (firmware upgrads, backup, etc.)

-~ J

6. Inthispage you can seethe Userl with network name Sales is waiting for the
permission from this user (User02).

Metwork Management (Metwork Owners)

All Permissions Approved Permissions Unapproved Permissions Help

Networks Salss and Marksting Departent +

All Permissions

IL RAPERS! " J Remove Tzer
I | TSERO1L [ SALES |u Remove ]
| ISERUZ [ SALES | Remrz ]

<< Back to Network Permissions
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7.  Click thelink of USEROQL to open the Join Networ k page.
Join Network

User D USERDT

Metwork | Sales and Marleting Department

Approved | [

In this page, check the box of Approved and click the M odify button.

Now log out User012 and log in UserO1 (or simply open another VigorView screen and

log in with the user name of User(Q1).
10. IntheNetwork List page, the network with ID — Sales isincluded in UserO1.

MNetwork List (Active Networks)

All Networks Active Networks Inactive Networks Help

Network IT Description Crwner Aetive Modified By Modified Date
FUELIC FPublic Hetwork FUELIC |¥ TREROZ 20051122,09:21:29
RLI RD 1 and 2 DEPAR TMENT USER0L UEER0] 20051122,09:48:51
I SALER Sales and Marketing Department | TSER0Z | ¥ TRERDZ 20051122,09:55:04 I
.

Managing Networks

The network owners (e.g., User01, User02 in the above sample) can manage their networks of

approving or removing the network permissions. Go to System and choose Networ k
Per mission.

s
- LJ
VigorView DrayTek
VIGOROUS BROADBAND ACCESS www.draytek.com
Main ~ System  Operation  Status  Log Out & = users (USEROZ)

Network Permissions (USER01)

All Networks

Metwark Approved Netwark Owner Aetive Leave Network
|RD | T | TZERDL IY | Leave |

[SAlEL ¥ [TSER0Z |7 [Teave |

All Networks Approved Networks Unapproved Networks Help

Users

™
All Networ ks Click thislink to list all the approved and unapproved
networks for current network in this page.
Approved Networks Click thislink to list all the approved networks.
Unapproved Networ ks Click thislink to list all the unapproved networks.

Click M anage to open the following page:
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VigorView DrayTek

VIGOROLS BROADBAND AGCESS www.draytek.com

Msain System Operation Status Log Out

Network Management (Network Owners)

All Permissions

e Metwork

Apminved Eeinnve Tser

All Permissions Approved Permissions Unapproved Permissions Help

Networks Sales and Marketing Department +

—

All Permissions

<< Back to Network Permissions

Click thislink to list all the approved and unapproved
permissions for current network in this page.

Approved Permissions Click thislink to list all the approved permissions.
Unapproved Permissions Click thislink to list all the unapproved permissions.
Remove Click this link to remove current permission.

From this page you can clearly view all the permissions for other users. In this case, USERO01
is the one who asks to join to the network (SALES) of USER02. Asto USERO02, it hasthe

right to remove the permission of USEROQL only if Remove is executed on this page.

" H# $

VigorView provides a function of message sending among different users. Users can receive

any messages with ease from other onesin VigorView, meanwhile they can send their replies

to the senders right away.
From the System menu, choose M essage Settings.
System Operation Status L

Lzers

Metwoark

Device Type

Device

Metwork Permissions
Secure YigorYiew

Yigoriiew Settings

The Message (All) page appears as follows:

VigorView User’s Guide
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VigorView

VIGOROUS BROADBAND ACCESS

Main System Operation Status Log Out

DrayTek

www.draytek.com

[ 1 user (USERDY)

Messages (All)

jin} From Subject

All Messages
Read M essages

Unread M essages
1D

From

Subj ect

Time

Read

Delete

Compose

Time

All Messages Read Messages Unread Messages

Fead Delete

Display all the read and unread messages.

Display all the messages that have been read.

Display all the messages that have not been read.

List the number of the message that this user received.
Display the resource of this message.

Display the subject of this message.

Display the time of this message received.

N means the message has not been read, Y means the
message has been read. After reading the message, you
have to reselect the System>>M essage again to refresh the

message page.
Click this button to delete this message.
Click Compose to open the dialog box of Send M essage.

Below shows the steps of sending message from one user to the other user.
1.  Loginto VigorView with USERO2 (we take USERO2 as an example).
2. After clicking Compose, you will access into the following dialog.
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a Compose Message - Microsoft Internet Explorer

VigorView User’s Guide

Send Message

o
swiea ||

Message

To From the drop down menu, please choose the receiver that
ou want to send messageto. In this case, choose USEROL1.

To

21 e
Subject
Subject Typein the subject of this message.
M essage Typein the content that you want to send to the receiver.
Send Click this button to send the message to the one that you
assigned.
Cancel é:_l{:llck this button to give up the operation and exit this
ialog.

Click Send. Now, VigorView will send a message from USERO02 to USERO1.
Logout USERO2 and login USEROL.

VigorView will display the number of the messages that USEROL received on the
System menu.
Main = Systemn Operation Status L

Change Passwaord

VigorViey

g Metwark

You have Device Type
Device

Quick St:  Network Permissions
Messages (1)

19



6. Click Messages(1), you will see the following message (came from another user).

VigorView ﬂﬂﬂ?ﬁﬁﬁ

VIGOROUS BROADBAND ACCESS

Main System Operation Status Log Out & 1 user (USERDT)

Messages (All)

All Messages Read Messages Unread Messages

jin} Fram Enbject Tirie Read Dielete
1 WEERDZ | Please join the party | 21 Mow 2005 102149 AM | W Dielete

L

7. Click ID number (e.g., 1) to open the message box.

Send Message

From USERDZ
Time 21 Mov 2005 10:21:49 Ak

Subject | Please join the party

Date: 2005/12/25
WEEEIgE Christmas party will be held in our company, please...

B

;

8. Youcanclick Reply to open the Send Message screen (that is based on the content of
this message) for sending your reply. And exit this screen.

9. When you finish reading, you can click Delete on the Message (All) pageto erase this
message.

VigorView User’s Guide
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This function allows users to access and transfer data to and from devices securdly.
Secure VigorView

Device 1 Device 2 Device 3
VPN router VPN router non VPN router

VPN Dial-in

VigorView
VPN Router

Set Remote User Profile

VigorView Server

On the above graphic, the data transmission between VigorView VPN router and Device
1/Device 2 will be protected through VPN tunnel. Y &t, thereis no VPN connection between
Device 3 and VPN Router. Therefore the data input and output between these two routers
cannot be secure for the data cannot be encrypted.

To let VigorView management be secure, please choose Secure Vigor View from the System
menu.

System Operation Status L

Lzers

Metwoark

Device Type

Device

Metwork Permissions

Messages

Secure YigorYiew

Yigoriiew Settings
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The Secure Vigor View page appears as follows:

—

VigorView

VIGOROUS BROADBAND ACCESS

Main System Operation Status Log Out

{85 1 user (ADMIN)

VPN Configuration

Gateway Configuration

Gatewiay LAN 1P
Gataivay WAN P

Remote User Mame: | VigorView

Dial-In Type:

Device Configuration

P

Password | eessssssssess
Confirm Passiword. | eesesssssssss
Pre-Shared Key: sssssssssses

Canfirm Key sesssssnsees

Use the following dialog to configure the individual devices: [HBMMaNEEN

DrayTek

www.draytek.com

Help

-

The Gateway | P isthe P of therouter that is directly connected to the VigorView server.

Gateway LAN IP

Gateway WAN IP

Remote User Name

Password
Confirm Password
Pre-Shared Key

Confirm Key
Dail-In Type

Apply

Detect
Call Log

WAN Log

Typein the gateway IP of the VigorView server. To
establish VPN connections, other routers must dial-in
to this gateway router.

Click Default to acquire the default gateway WAN IP
address of the server that VigorView installed.

Type the name of the remote device. It is required by
the gateway router to allow other routersto dial-in
under this name, and is authenticated by the
Password.

Click Default to acquire the default password.
Typein the new password again.

Pre-shared Key is used to encrypt the data before it
is sent. Click Default to acquire the default key.

Typein the pre-shared key that you enter above.

Select one of the allowed dial-in connection type from
the drop down menu.

Click this button to save the settings.
Click this button to detect current VPN configuration.

Click this button to view the call log information If
you find something error happened after configuring
the security settings, you can use this button to find
out the possible reason. The data shown hereisjust as
the results by using telnet command (log - ¢) in telnet
command.

Click this button to view the WAN log information. If
you find something error happened after configuring
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the security settings, you can use this button to find
out the possible reason. The data shown hereisjust as
the results by using telnet command (log - w) in telnet
command.

VPN Router Allows you to enabl e secure connection between
devices.

} ¥PN Router Configuration - Microsoft Internet Explorer

Gateway Device: VIGOR2900 (172.16.3.229)
VPN-Only Devices

VPN-Optional Devices

VIGOR2300V
[_apely ]

Non-Secured Devices:

- —

Click Apply.

Note: Only Administrator can access into this page. It is not allowed for normal
users and guests to change VigorView settings.

From the System menu, choose VigorView Settings.

System Operation Status L

Lzers

Metwoark

Device Type

Device

Metwork Permissions
Messages

Secure YigorYiew

Yigoriiew Settings

When the Vigor View page appears, see the following explanation. Please type and check the
necessary settings for your router.

VigorView User’s Guide 23



24

—

uuuuuuuuuuuuuuuuuuuuuuu

Main System Operation Status Log Out

DrayTek

www.draytek.com

R 1 user (ADMIN)

VigorView Settings

Timeout (in seconds, 'O to disable):
Enable Router Status
Enable Cnline Traffic
Enable Database Backup
Enatile Alert

Enable Alert (Errors)

Enable Alert (Firmware)

Enable Alert (Connections)
Enable Syslog Cleanup

“EEEREEEREEE DR

Syslog Cleanup Interval (in days)
SMTP_Server
[reply Changes]

—

Timeout

Enable Router Status

Enable Online Traffic

Enable Database Backup

Enable Alert
EnableAlert (Errors)

Enable Alert (Firmware)

Enable Alert (Connections)

Enable Syslog Cleanup
Syslog Cleanup I nterval

SMTP_Server
Apply Changes

—

Enter the timeout for VigorView. The default setting is 600
seconds. If the valueis O, VigorView will be open forever.

The router(s) status controlled by VigorView will be
refreshed for every minute. Check the box to enable this
function. If not, VigorView will not refresh the router
status at certain time.

Check this box to make the traffic for all the routers
controlled by VigorView refreshed for every minute.

Check this box to update the database of VigorView
everyday. The backup file will be stored in your hard disk
(C:\VigorView\db\backup).

Check this box to enable the dlert function for errors,
firmware and connection.

Check this box to let VigorView inform the error to users
by sending e-mails and display on VigorView log page.

Check this box to let VigorView inform firmware problem
to users by sending e-mails and display on VigorView log

page.

Check this box to let VigorView inform connection error
to users by sending e-mails and display on VigorView log

page.

Check this box to delete the recorded data (in router’s
syslog) of three days before.

Typeintheinterval (the unit is day, the default setting is 3
days) for the syslog cleanup.

Typeinthe SMTP server |P address.
Click this button to apply the changes you set here.
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When you build all the network groups for the routers with different user names, you can start
to manage therouter a any time. This chapter will guide you how can you manage the routers
with different purposes.

$ $(

In general, if you have two or more routers on a network, you have to do firmware upgrade
one by one. It really wastes your time and sometimes some of the routers might beignored for
thetask. With VigorView, it isnot a big job and easy to finish.

Note: Remember to enable the option of M anagement Setup > Enable remote
firmware upgrade (FTP) on al your devices (such as routers) before performing
upgrading job.

Simply go to Oper ation and choose Firmwar e Upgrade. The following screen will be
shown:

~

VigorView DrayTek

www.draytek.com

Main System Operation Status Log Out B8 | | 1cor (ADMIN)

Firmware Upgrade (Active Devices)
All devices Active devices Inactive devices Help
Netwaork |4l Networds — +

Firrmwiare | SelectaFile v

Device [D Hodel Name Firmware Version Firmwrare Datef Time Router LAN IP Revition Last Update Date/Time
[lviceorzann | Tieor2900 series |+2.5.5 English Trs Mar @ 1543510 50 2005 | 192160 1 1 20051118,09:56:1 3
Time @Now — CAt[Y v 5% v

Date: = Today AL s Llsun Mon Tue Wed Thu Fri Sat

Upload Mew Firmiare Upload.

*NOTE 1: The "Management Setup > Enable remote firmware upgrade(FTP)" option on the device(s)
needs to be enabled hefore upgrading

*NOTE 2: The firmware must be .all files

~ -

Firmware Use the drop down list to choose a proper file for the
firmware upgrade. If you cannot find a proper one (or you
have none of the firmware), please use the Upload button
below to obtain a new firmware.

Networ k Choose the network group that you want to apply the
firmware upgrade to.

DevicelD It shows all the device I Ds. Please check to select the
device(s) that you want to make the update.

Time Click theradio button Now to let the system execute
upgrading job immediatdy. Click the radio button At and
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Date

Upgrade Sel

Upgrade All

Upload New Firmware

assign specific timeto | et the system execute upgrading job
at the specific time.

If you click theradio button At, you have to assign the
detailed period. Clicking Today means the update will be
done at the specified time of this day. Clicking At (below)
and checking any one of the boxes (from Sunday to Saturday)
means the update will be done at that day.

Click this button to execute the firmware update on the
selected devices listed above.

Click this button to execute the firmware update for all the
devices listed above.

Click Browse... to find out the newly update firmware (with
thefile extension .all) from your hard disk. And then click
Upload.

To do the firmwar e upgr ade, please do the following:

1

2
3.
4

Choose a proper firmware from the Fir mwar e drop down list.

Choose the network group from the Networ k option.

to upgrade the firmware for all the devices under the network group.

* 4 $

Check to select the devices that you want to do firmware upgrade at one time.
Click Upgrade Sel to upgrade the firmware for the selected devices or click Upgrade All

Backup current configuration for using in the future can be done in this page. It allows you to
backup configuration for selected device or for all the devices under certain network(s). With
VigorView, it is not necessary for you to do the backup job for routers one by one.

Note: Remember to enable the option of M anagement Setup > Enable remote
firmware upgrade (FTP) on al your devices (such as routers) before performing

backup configuration job.

P

www.draytek.com

VigorView DrayTek

Main System Operation Status LogOut

-

Configuration Backup (Active Devices)
All devices Active devices Inactive devices Help

Network | Al Nerworks

Device ID Model Name Firmware Version Firmware Date/Time Router LAN IF Revision Last Update Date/Time

[CJwicor2e00 | Viger2900 sries | w255 English Tue Mar 8 15:8:18.50 2005 | 192.168.1.1 20051118,09:52:11
Time: @Mow QA9 [v|: |52 v
Date. = Today At : L Sun hdan Tue Wied Thu Fri Sat

Backup Sel Backup all

*NOTE: The "Management Setup > Enable remote firmware upgrade(FTP}” option on the device(s)
needs to be enabled before upgrading

-

All devices Click thislink to list all the active and inactive devices for
current network in this page.
Active devices Click thislink to list all the active devices.
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I nactive devices
Help
Networ k

Time

Date

Backup S

Backup All

Click thislink to list all the inactive devices.
Click thislink to display online help for current page.

Choose the network group that you want to apply the backup
configuration to.

Click theradio button Now to let the system execute
upgrading job immediatdy. Click the radio button At and
assign specific timeto | et the system execute upgrading job
at the specific time.

If you click theradio button At, you have to assign the
detailed period. Clicking Today means the update will be
done at the specified time of this day. Clicking At (below)
and checking any one of the boxes (from Sunday to Saturday)
means the update will be done at that day.

Click this button to execute the backup configuration on the
selected devices listed above.

Click this button to execute the backup configuration for all
the devices listed above.

To do the backup, please do the following:

1. Choose the network group from the Networ k option.

Check to select the devices that you want to do backup configuration at onetime.

2
3. Decidethe execution time of the backup configuration.
4

Click Backup Sel to save the configuration for the selected devices or click Backup All to
save the configuration for all the devices under the network group.

VigorView

VIGOROUS BROADBAND ACCESS

Main System Operation Status Log Out { __j 1 user (ADMIN]

DrayTek

www.draytek.com

Config Backup Info

Backup device : WIGOR2200

|mJ -

Start/Schedule another backup

-

Backup Configuration located at CiWigorviewibackupl20051121131431

Execin Background

Backup of your current configuration settings has started. If you want to check the status of the hackup, go to the command

The backup file will be placed on C:\VigorView\backup\XXXXXXXXX.

, * + 8

configuration.

Note: Remember to enable the option of M anagement Setup > Enable remote
management on all your devices (such as routers) before performing restoring

VigorView User’s Guide
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VigorView

VIBOROUS BROADBAND ACCESS

Main System Operation Status Log Qut

B& 1 user (ADMIN)

DrayTek

www.draytek.com

Configuration Restore

Davie D
Backup Date/Time | Selecta DateTime «

Backop File Diate of Backup Restore
VIGORZ900__ wZk0_v2.55.cfz 20051111135608  Restore

needs to be enabled before upgrading

_
DevicelD

Backup Date/Time
Backup File

Date of Backup
Restore

*NOTE: The "Management Setup = Enable remote firmware upgrade(FTP)” option on the device(s)

Help

=
Displays the device IDs for you to choose.
Displays the backup date for you to choose.

Displays the filename the saved previously.

Displays the time that the file saved.

A link for you to restore the existed configuration file.

Todo therestoration, please do the following:
1. Choose the devices(s) from the Device | D option.

2. Choose the backup date/time from the Backup Date/Time. When you backup the
configuration, the settings will be saved with a filename assigned by VigorView. The
backup date/time will be more than one. Therefore you have to assign the date/time that

you want.

3. All the backup files will be displayed on the screen. Click to choose the one you want and
click Restor e on theright side.

* + $
VigorView allows you to adopt web configuration of certain device to other routers.
—
VigorView DrayTek
VIGOROUS BROADBAND ACCESS www.draytek.com

Main System Operation Status Log Out

Web Configuration (Active Devices)

1.Direct Web Configuration

2.Use Predefined Profile

B

N

All devices

Active devices

Device [D Model Name Firmware Yersion Firmware Date/Time Router LAN IP Revidon Last Update Date/Time
[ ¥IGOR2900 | Vienr2000 sexies | v2.5.5 English Toe Mar® 15:8:18.50 2005 | 192.168.1.1 20051118,10:04:17

Step 1: Select the router(s) you want to configure.
Step 2: Click on the Device ID to open the web configuration page.
Step 3: After you finish configuration, click "Apply to Selected Routers” to configure the selected routers.

All devices Active devices Inactive devices Help

Network Device Type |k

—

Click thislink to list all the active and inactive devices for
current network in this page.

Click thislink to list all the active devices.
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I nactive devices Click thislink to list all the inactive devices.

Help Click thislink to display online help for current page.

Networ k Choose the network group that you want to apply the
configuration to.

Device Type Choose the device type that you want to apply the
configuration to.

DevicelD Displays the device(s) under current Network.

Selected All Click this button to select all the devices listed above.

Unselect All Click this button to cancel the selection of al the devices
above.

To do the web configuration and apply to all the devices, please do the following:

1
2.

Check the box(es) of the devices(s) from the Device I D option that you want to configure.

Click the device ID link that you want to open the web configuration page (for applying to
other router) from Device | D option. Thefollowing dialog will appear to ask your
confirmation. Click OK to open the web page of seected device.

Microzoft Internet Explorer §|

—_

9P This will go o the VIGORZ000 Web Page.

L]

- Ay configuration will applr to all selected devices.
VIGORZ900
| Ok | [ Cancel ]

The corresponding web page of that device will be popped up with another window
automatically.

Only the commands(links) which can be applied to all the routers are available.

After you finish configuration, click OK to All on the bottom of the configurable web
page for applying to all the seected routers.

Then the following page will appesar.

Web Configuration

The Configuration have been sucessfuly applied to 192.168.1.1
The setting string is

Get: ?fid=5&aa=1&ab=0&ac=pool ntp org&ad=0+0000&af=1
Post:

Save Configuration To Profile

Description : |5t fime schedule = ]

Go back to the Web Configuration

— —

7. Typeinthe description for this operation and click Save.
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8. Returnto VigorView web page and re-select Web Configur ation from Operation menu

for refreshing the web page.

9. Now, you will seethe new profilethat you saved before displaying on the Use Predefined

Profile drop down menu.

2.Use Predefined Profile

Except the direct way of web configuration, VigorView allows you to use predefined profile.
Simply select a profile from the drop down list, and then click Configure.

R A I |

Some status or configuration cannot be done or finished on the web pages of the router
(device). For thisreason, Telnet commands are very useful for users. VigorView provides
Tenet commands for the users to configure their routers(devices).

Note: Remember to enable the option of M anagement Setup > Enable remote
management on all your devices (such as routers) before performing telnet

command operation.

—

VigorView DrayTek

VIGORDUS BROADBAND ACCE www.draytek.com

Main System Operation Status LogOut 8 1 o aDMIN

Telnet Command (Active Devices)

All devices Active devices Inactive devices Help

Network

St [t i ) N
Device ID Model Name Finmware Version Firmeware Date/Time Revision Last Update Date/Time Message
[ ¥iGoR2000 | Fieor3900 sriss | v3 5.5 English Tue bar & 156:18 50 3005 0051 118,10 0617 oK
[Boply Selected] [ Acply all_]
Upload Telnet Cornmand Script | | (.. ] (Uloed |
*NOTE: The "Management Setup > Enable remote firmware upgrade(FTP}” option on the device(s}
needs to be enabled hefore upgrading (if your script has an upgrade command)
Click on the Router name to view its telnet commands, or to download a list of its commands {CSV file)
- —
All devices Click thislink to list all the active and inactive devices for
current network in this page.
Active devices Click thislink to list all the active devices.
I nactive devices Click thislink to list all the inactive devices.
Help Click thislink to display online help for current page.
Networ k Choose the network group that you want to apply the
command.
Script Use the drop down menu to choose one of the script file for

applying into the devices selected on this page. To edit the
selected script file, simply click Edit Script to open the
content of the script file.
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DevicelD
Apply Selected

Apply All

Upload Telnet Command
Script

Browse...

Upload

73 Edit Script - Microsoft Internet Explorer (=]

Telnet Command Script

Contents of "example.txt" :

# telmet script exawple

# set syitem name

sys nane abe

# set domain name

sys dowainname draytek.com

*NOTE: Comments should be put after a %

Click Update to update script file. Or click Save As... to
save the script file with another name. Or click Cancel to
exit this dialog with doing any change.

Displays the device(s) under current Network.

Click this button to apply the command to all the selected
devices.

Click this button to apply the command to all the devices.

Allows you to upload telnet command script from other
location.

Click this button to find out the file that you want.

Click this button to upload the file to this page for applying
to the device(s).

Viewing/Doing Telnet Command for certain router

To view thetelnet command of certain router, you can click on the router name link to open
the telnet commands screen, or to download a list of its commands (CSV file, it can be opened
by Microsoft Excel or other database applications)

Telnet Commands for VIGOR2200

Command

o =
Ce
= S
(i

ko
=

ju = A = S b= s
2 EERAER"]
— = 8

)
=
=
=

=
[sN}
=

a Telnet Commands for YIGOR2900 - Microsoft Internet Explorer E”E‘ E‘
~

Type '?' to see the list of available commands

b

To execute one Telnet command on this dialog, simply click on the link of the command that
you want. If sublinks are displayed, please click any one of the sublink again to finish the
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whole operation. Y et, sometimes you will need to type in sub-command on the Command box
and click Do Command because some of the commands need additional arguments.

*

It is aconvenient way to set the VPN connection between two routers. For using this function,
you need 2 routers that support VPN function at least.

VigorView
VPN Router
With VPN connection configured in VigorView, a user can use simple configuration to set

necessary settings between two routers instead of configuring complicated settings (through
many web pages on both routers) for both routers respectively.

For adding new devices, pleaserefer to 1.6 Device Setting. The following page shows that
there are two devices added from VigorView.

VigorView DrayTek

VIGOROUS BROADBAND AGCESS www.draytek.com

Main System Operation Status Log Out

B8 1 user (ADMIN)

Router Status (Active Devices)

All devices Active devices Inactive devices Help

Network

Note: To connect the device, please enable the setting "Management Setup>Allow management from the Internet”

Devvice [D Moflel Name Firrmeare Version MAC Addres Last Update Date/Tivie Memage WEN IP
TVIGORZO00 | Vighe2900 series | +2.5.6 English 00-50-7F-24-16-7C | 20051121,15:39:44 [8):4 (none)
TVIGORZO00T | Vigor2000 series | w254 English 00-50-7F-26-71-3D | 20051121,15:39:44 [8]:4 (none)

Note: This page refreshes automatically every minute

— 7

Point to Operation menu and select VPN Connection. You will see the following screen.
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VigorView

VIGOROUS BROADBAND ACCESS

Main System Operaton Status Log Out

DrayTek

www.draytek.com

R 1 user (ADMIN)

VPN Connections

Help

L

Profile Name: estd] . )
: } .. : Existing Profiles:
Device 1 Dial Direction Device 2 |
[VIGORBDD |v] [~ > v | VIGOR2900V v |
LANP
wanip
User Marme: st
Confirm Password:
Pre-Shered Koy
Confirm Key.
Dial-In Type:

Profile Name
Device 1l

Dial Direction

Device 2

LANIP

WAN IP

User Name

Password

Confirm Password
Pre-Shared Key
Confirm Key
Dail-In Type

Save/Connect

VigorView User’s Guide

Type anamefor the profile that you want to create.

Use the drop down list to choose one of the devices as
Device 1.

Specify the direction (from Device 1 to Device 2 or from
Device 2 to Device 1) for dial.

Use the drop down list to choose one of the devices as
Device2.

The LAN IP addresses for the Device 1 and 2 will be
displayed automatically. If not, please type them by
manually.

The WAN IP addresses for the Device 1 and 2 will be
displayed automatically. If not, please type them by
manually.

Typein user namethat you prefer to use for this VPN
connection.

Typein the password that you prefer to use for used in this

VPN connection.

Retype the password.

Typein pre-shared key that you prefer to use.
Retype the key.

It is not necessary for you to choosefor it is offered for
future use.

Click this button to save and execute VPN connection at
onetime. If you click such button, the dialog below will
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Save Profile

Connect

View VPN

L oad

Delete

appear for asking your confirmation.

Microzoft Internet Explorer

2?5 : ' 7
\_:/ Have thiz profile and connect thess ronters?

| ok | [ Cancel ]

Click this button to save current created VPN connection
settings but not execute the VPN connection.

Click this button to execute VPN connection between the
two devices.

It allows you to view the VPN connection for all the
routers controlled by VigorView.

& Yiew YPN Connections - Microsofi Internet Explorer

View VPN Connections

Fouter, | VIGORINOV «

Connected to network of VIGOR2900 (192 165.1.0)

Click this button to load the existing VPN profilethat is
sel ected.

This button allows you to delete the existing VPN profile
that is selected.
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Application

This section offers you an example of applying VPN function between two routers. Please

follow the steps bel ow:

1. Goto System menu and select Secure Vigor Vew to adjust the basic settings of VPN.

7

Confirm Key:
Dial-In Type:

L3 *
VigorView DrayTek
VIGOROUS BROADBAND AGCESS www.draytek.com
Main System Operation Status LogOut 'm
VPN Configuration
Help
Gateway Configuration
Gateway LAN P
Gateway WAN IP:  [[2163228 | e

Remote User Name

Password: oo e
Confirm Password E
Pre-Shared Key  [sea | S
[e ]

2. Typein Gateway LAN IP and Gateway WAN |P addresses correctly.

Asto the remote user name, password and pre-shared key, please set them with any
valuesif you like. Then click Apply.

If you want to make sureif the connection is OK or not,

For local router -

please access into the web page of your gateway router (192.168.1.1) to check VPN and

Remote Access Setup.

Basic Setup

+ Ouick Start Wizard

» Administrator Password Setup
# LAN TCP/IP and DHCP Setup
+ Wireless LAN Setup

Advanced Setup

# Dynamic DNS Setup
+ Call Schedule Setup

+ Static Route Setup

« IP Filter/Firewall Setup

+ VPN and Remote Access Setup
+ UPNP Service Setup

+ VolP Setup

+ VLAN'Rate Contiol

VigorView User’s Guide

Quick Setup

« Intemnet Access Setup

System Management

= Online Status

# VPN Connection Management
+ Configuration Backup / Restoration

» SysLog / Mail Alert Setup
o Time Setup

= Management Setup

« Diagnostic Tools

= Reboot System

» Firmware Upgrade (TETP Server)
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Next, click Remote User Profile Setup (Telew
Vigor2900V:Ss

orker) to open another page.

@ > Advanced Sewp > VPN and Remote Access Setup

« Remote A ontrol Setuy,
+ PPP General Setup

I = Remote User Profile Setu, aleworker I

= LANto LAN Profile Setup

In the following page, you can see the account with the user name of VPN-test that set in
step 1. Click index no. 1 to seethe detailed information.

Vigor2900
Broadband Sec

VolIP Router

& > Advanced Setap > Remote User Profile Setup (Teleworkern)

Remote Access User Accounts: &
Index User Status  Index uUser Status
I 12 YPN-test I v 9, 7t %
1E i " 10. 7 o
3 Tt " 11. (il o
4. 137 ® 12. L o
5 T ] 13. 7 %
6. TET ® . (i £
7 737 ® 15. G ®
8 777 ] 16. 7 %
116 | 732 =
Status: v --- Active, ¥ --- Inactive
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Next, you can seethe following page. Notice that the username and password are the
same with the settings that you set in VigorView.

4 > Advanced Setup > Remote User Profile Setup (Teleworker)

Index No. 1 = &
Username WPN-test
User account and Authentication Password (LD
Enable this account
Idle Timeout 0 second(s)
IPSec Security Method
Allowed Dial-1n Type Medium (&H)
ISDN High (ESP)
PRTP DES 3DES AES
[] 1PSec Tunnel Local ID (optional)
L2TP with IPSec Policy | Must b
0 . Callback Function
SRR VR Check to enable Callback function
Remote Client IP or Peer ISDN Mumber
Specify the callback number
Callback Number
or Peer ID Check ta enable Callback Budget Cantrol
Callback Budget minute(s)

When you finished viewing the router’ s web page, please access into the administrating
web page of VigorView.
For remote router -

Please access into the web page of your remote router (e.g. 172.16.3.245) to check LAN
to L AN Profiles Setup.

& = Advanced Setup > VPN and Remote Access Setup

sRemote Access Control Setup

sPPP General Setup

»\WPN IKE / IPSec General Setu

~LAN-to .LAN Profile Setup
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In the following page, you can see the account with the user name of VPN-test that set in
step 1. Click index no. 1 to see the detailed information.

Vigr2900 serie

& = Advanced Setup = LAN-to.LAN Profile Setup

LAN-to-LAN Profiles: L]
udey hlame Index Name Status
1. VPN-test v 9, 77 *
£: 17 H 10, i ®
3 777 % 11, 777 ®
4, 277 % 12, 277 ®
5. 277 % 13. 777 ®
6. 777 % 14, 777 %
1. 777 % 15. 777 ®
8. 777 % 16. 77 ®
A6 4732 =

Status: v --- Active, » --- Inactive

Next, you can seethe following page. Notice that the username and password are the
same with the settings that you set in VigorView.

{4t = Advanced Setup > LAN-to-LAN Profile Setup
Profile Indesx : 1 e &

1. Commaon Settings
Call Direction O Both @ Dial-Out O Dial-In
Always on

Profile Name WPN-test Idls Timsout secand(s)

[ Enable PING to keep alive

PING to the IP

[¥] Enable this profile

2. Dial-Out Settings

Type of Server [ am calling Link Type
ISDN Username WPN-test
B () Password .se
© 1psec Tunnel PPP Authentication PAPICHAP »
@ L2TP with IPSec Policy | Must » TR e

Server IP/Host Namea far YPN
(such as draytek.com or 123.45.567.89) IKE Pre-Shared Key sesssnse
172163229 IPSec Security Method
O Medium({AH)
& High(ESP) | DES with Authentication v

Go to System Management > VPN Connection Management for local router. When
the connection between local and remote routers is OK, the following page will be shown.
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& = System Management > VPN Connection Management

Dial-out Tool Refresh Seconds : |10 ¥
%

¥PN Connection Status

Current Page: 1

Virtual T T* Rx Rx

Network Pkts Rate Pkts Rate nTie

VPN Type Remote IP

[VPN?test] DES';"{IE Auth 172.16.3.245 192.168.1.204/32 2058 463 2977 2444 0: 25: 44

sxxxxRxx ; Data is encrvpted

Copyright (0] 2004, Dray

The remote IP and virtual network |P addresses (assigned by local router) will be
displayed on the VPN Connection Status page.

Open Router > Router Status on VigorView page.

If the VPN connection is OK, the correct status will be shown as the following screen. The
remote router (in this case, the remote router is Vigor2900V and the local router is
Vigor2900) will dial to thelocal router after you click Apply. Then the local router will
assign another |P address (in this case, it is 192.168.1.204) specified for VPN connection
as identification). The VPN IP address will be shown on the table of Router Status. All
VigorView management data will be transmitted through the VPN IP. All the input and
output data passing through this VPN 1P address will be protected with VPN encryption.

—

VigorView DrayTek

VIGOROUS EROADEAND ACCESS www.draytek.com

Main System Operation Status Log Qut

Router Status (Active Devices)

All devices Active devices Inactive devices Help

Network | &l Networks w

Note: To connect the device, please enable the setting "Management Setup>Allow management from the Internet”
Diewice ID Model Name Firmeare Version MAC dddress Last Update DiatesTimne Message VPN IP

or20007 sexies | w255 English 00-50-7F-28-94-1F | 20051128,15:22:24 0K T
VIGORZI00Y Gm Weon2900 sies | w2 5.4.3 English 00-50-7F-24-18-7C | 20051128,15:22:32 OK 1921681204

Note: This page refreshes automatically every minute
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Provision operation can help user/administrator to set provision profiles for applying in
different routers (V models only) with little settings instead of setting Vol P configurationsin
different routers one by one.

Select Operation >> Provision to open the following page:

Profile Name List the name of the provision profile.

MAC From List the starting point with MAC address.

To List the ending of the MAC address.

Config File List the provision config file.

Update Date/Time List the date and time for the newest update.

Update by List the account name that modified the profile.

Active List the status of this profile. Y means thefileis active and
invoked by VigorView. N means that fileis inactive.

Modify Click this button to edit the profile after creating it.

Upload Config File... Y ou can make lots of config file through this page. Simply
click Browse... to locate the wanted config file.

Upload Click this button to upload the config file.

2.7.1 Adding New Profile
To add anew profile, click Add to open the following page.

Profile Name Typein the name of the provision profile.
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MAC From

MAC To

Config File

Active
Add

Cancel

Typein the starting MAC address of therange for the
provisionfile.

Typein the ending MAC address of therange for the
provision file. Any MAC address lies between MAC
From and MAC To can be applied with such profile.

Save the provision file with the filename chosen in this
field.

Check this box to invoke this setting.

Click this button to add and save the file with the settings
configured in this page.

Click this button to give up the creation of the provision
profile.

When you finished the profile settings, click the Add button again to saveit. Later, you can
see the new created provision profile appeared on the Provision Profile page.

2.7.2 Adding New Account

Next, please click the link (in this case, DRAYTEK-1) under Profile Name filed to adding

new accounts.

Export

VigorView User’s Guide

Click this button to download (save or open directly) the
account information with the file format of CSV to your
computer. The .csv file can be opened through Excel.
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First Page
Prev 5 Pgs
Prev Page
Next Page
Next 5 Pgs
L ast Page

List thefirst pagefor al the accounts.

List the previous five pages of the accounts.
List the previous page of the accounts.

List the next page of the accounts.

List the next five pages of the accounts.
List the last pagefor all the accounts.

Click Add to access into the following page for adding new account. When you finished the

configuration, click Add again.

Profile Name
MAC

User Defined Settings

Active
Add

Cancel

List the name of the profile that you created.

Typeinthe MAC address of the account. Note that the
MAC address must bein the range limited by MAC From
and MAC To fields.

Typein values and data in this field. The items of Account
Name and Password are provided in default. You can

create new items by accessing into Settings page and then
modify the settings. Refer to next section for modification.

Check this box to invoke this setting.

Click this button to add the new account to the provision
profile.

Click this button to give up the account creating.

When you finished the addition, you will get the following page.
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A provision profile allows you to add many accounts. Please repeat the same adding procedure
for creating more accounts. In addition, you can add many accounts at one time by clicking the

Import button. Seethe following examplefor areference.

Now the settings of the accounts for the provision profile have been finished.

2.7.3 Exporting the CSV file
The provision profile can be exported with the file format of CSV. Y ou can use Excel to open
thefilefor viewing. The basic information of the accounts will be shown as the following

screen.

2.7.4 Importing the CSV file
1. If youwant to import the provision file in some place, please use an application which
supports CSV fileformat (e.g., Excel or OpenOffice) to open or edit the provision file.
After editing thefile, saveit with CSV file format again. In this case, the
SIP_2_Auth_ID for each MAC addressis added.
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Next, return to the Account List page of VigorView. Use Browse... on the column of
Import Account term CSV fileto select the modified CSV file. Then click Import.

A preview page for the modification will be shown first. Please confirm and click
I mport Now.

Next, the system will display theresult of the I mport.
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Click Back to return to the previous Account List page.

5. Theimported account names will be arranged by the MAC address. You can also arrange
these accounts with different item.

2.7.5 Modifying Settings for a Profile
1. OntheAccount List page, click Settings. You will see the following page:

Key List the main words of the provision profile.

Description List the addition explanation for the main words.

Default Value List the default value of the provision profile.

Show Order List the order number of such provision profile.

Active _List t_he status of current key. Y means activeness; N means
inactiveness.
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Delete

Click thislink to remove such line.

2. Click Add to access into Provision Settings Add page.

Key (Left Field
in Config File)

Description

Default Value

(keep empty use
cfg file default)

Such value can be gotten from config file. Refer to the
following test.txt (the default config file provided by
VigorView). Find out the definition (on the |eft side, you want
to append to the provision setting page) and the mapping
values (on theright side). Please copy the KEY string on the
left side to this place. In this case, wetake SIP_2_Auth_ID as
an example.

Typein detailed or clear description for the key selected in the
abovefidd. In this case, authentication I D iswritten for
explaining SIP_2_Auth_ID as the description.

The mapping valuefor the Key (SIP_2_Auth_ID, in this case)
islisted in theright side of the same line. If you want to use
the default value, please keep this box empty. If any valueis
typed in thisfield instead of the default value, it will be
invoked when the profileis using.
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Show Order Typein the order of such description appeared on the Account
List page. 0 means to hide this field but still applies to the
config file.

Active  List the status of current key. Y means activeness, N means inactiveness.
Add Click this button to add the new key for settings.
Cancel  Click this button to give up the setting configuration.

3. Click Add. The new key with description will be shown on the Settings page.

4. Pleasegoto Account List page by clicking Account link to check the new added column
(in this case, check authentication ID is added or not.)

5. For modifying the provision account, click the MAC address link under MAC column
again.
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2.7.6 Settings Required for the Router

The models for the routers which supported by VigorView for Provision Profile are
Vigor2200V and 2100V currently.

1. Pleaseaccessinto telnet command page for the router.
2. Typeintelnet 192.168.1.

3. Next, typein the commands as the graphic shown below:

4. Toset theserver IPaddress for the provision profilein VigorView, please use the
commands shown in the graphic below. In which, 192.168.1.50 indicates the located |P
address of VigorView server. You have to modify it according to real situation.

5. Checkif the provision is active or not. Use the command shown beow to finish it.
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6. Settimer for renewing the circle of update periodically

7. Then, execute go command to renew the config filefor Vol P right away by asking the

provision profile from VigorView Server (according to the accomplished settingsin
previous steps).

8. If necessary, you can turn on the router syslog for viewing the provision result.
In normal operation, the Vol P configuration for the router(s) will be renewed with the
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settings that you set in VigorView. Seethefollowing page for an example.
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VigorView allows you to view status of router device, online traffic, command log, time
schedule and router syslog in different web pages. Please open Status menu and point to the
item that you want to check. Then click the item to access into the corresponding page.

$

This page displays current status for all the routers controlled through VigorView router.

DevicelD

Model Name
Firmware Version
MAC Address

Last Update Date/Time

M essage

VAN IP

Networ k (drop down menu)

All devices

Active devices
I nactive devices
Help

VigorView User’s Guide

Display the group of the device.

Display the model name of the device.

Display the firmware version for the device.

Display the MAC address of the device.

Display the date/time that modified for the last time.

Display OK if it gets successful status or display error
messages if something wrong occurred.

Display the VPN IP address of the device.

Includes all the groups of the network. Y ou can view the
routers status in different network by choosing from this
menu.

Click thislink to list all the active and inactive devices for
current group account in this page.

Click thislink tolist all the active devices.
Click thislink to list all the inactive devices.
Click thislink to display online help for current page.
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0

/

P+

This page displays the online traffic for device(s) in certain network (or al networks) that you

specified in this page.

DevicelD

Sys Uptime
GW IP
Mode
WAN IP
TX Pkts
TX Rate
RX Pkts

RX Rate
Uptime

Display the group of the device. Click the name of the
device ID can open the traffic graph as shown below.

Displays the duration of thetimethat VigorView is active.
Display the gateway |P address of the device.

Display the WAN connection mode of the device.

Display the WAN |P address of the device.

Displays the data packages of the upstream for the device.
Displays the data transmission rate for the upstream.

Displays the data packages of the downstream for the
device.

Displays the data transmission rate for the downstream.

Displays the connection time of the device to the network.
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Last Update Date/Time

All devices

Active devices
I nactive devices
Help

*rrsg (

Display the date/time that modified for the last time.

Click thislink to list all the active and inactive devices for
current group account in this page.

Click thislink to list all the active devices.
Click thislink to list all the inactive devices.
Click this link to display online help for current page.

This page displays the command logs for the network and device that you specified in this

page.

Networ k

Device

Show Data Within

DevicelD
Networ k
Date/Time
Leve

Type

M essage
By

System L og

VigorView User’s Guide

Use the drop down list to choose the network group (you
created for different devices) for displaying the command
log of operation.

Use the drop down list to choose one of the device groups
for displaying the command log of operation

Use the drop down list to show the period (one year, 6
months, 3 months, 2 months, 1 month, 3 weeks, 2 weeks, 1
week or no limit) that you want to display the command log
of the operation.

Display the group of the device.
Display the network name of the device.
Display the last modified date and time for the device.

Display thelevel for current status. INF means information
for current command and ERR means something wrong
happened.

Display the operation that you have done to this device.
Display theresult of the operation.

Display the one who executed such operation.

Allows you to toggle the window of system log.
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Reload L og
Export

First Page
Prev 5 Pgs
Prev Page
Next Page
Next 5 Pgs
L ast Page
Delete before

Delete all

Help

1 (!

Allows you to reload the command log of this page.

Allows you to transport VigorView data for downloading in
thefuture. A dialog will appear for asking saving the data.
Please click Save. Later, you can open the file with Excel
easily.

Allows you to view thefirst page of command log.
Allows you to view previous five pages of command log.
Allows you to view previous page of command log.
Allows you to view next page of command log.

Allows you to view next five pages of command log.
Allows you to view the last page of command log.

This button allows you to clear all entries before one week.
A dialog box will appear to ask your confirmation. Click OK
to execute or click Cancel to giveit up.

Click this button to delete all the command log. A dialog
box will appear to ask your confirmation. Click OK to
execute or click Cancel to giveit up.

Click this link to display online help for current page.

This page displays the time schedule for upgrading the firmware and backup thefile of

VigorView.
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ID

Day
Time

Command

Delete
Delete Sel

Delete All

: /

Display the number of the router with scheduled time.
Check the box to select the schedule of the router.

Display the day of backup or upgrading for the router.
Display the time of backup or upgrading for the router.

Display the command of backup or upgrade executed for
the router.

Delete the schedule list of the one you selected.

Allows you to delete the schedules of the selected devices
(by checking the ID numbers).

Allows you to remove all the devicelists. A dialog box
will appear to ask your confirmation. Click OK to execute
or click Cancel to giveit up.

This page allows user to set the syslog for the router that controlled by the user.
Corresponding settings in router and VigorView must be the same.

Configure

VigorView User’s Guide

Click this button to open the following dialog and set the
configuration for router syslog.
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Reload L og

Delete All

Enable L og

Virus Analysis
First Page
Prev 5 Pgs
Prev Page
Next Page
Next 5 Pgs
L ast Page

The default syslog port is 1514. Y ou haveto enable the
Syslog function and make the port on the Syslog page of
router the same as the value set here. Asto M essage type
filter, check the port box for not viewing the corresponding
messages of that port. Click Apply to invoke the settings
here.

Click this button to reload the syslog of the router and
display the data of log in this page.

Allows you to delete all the entries of thislog. A dialog box
will appear to ask your confirmation. Click OK to execute or
click Cancd to giveit up.

Allows you to enable system log of selected router system.
A dialog box will appear to ask your confirmation. Click OK
to execute or click Cancel to giveit up.

Thisfunction is offered for future use.

Allows you to view thefirst page of command log.
Allows you to view previous five pages of command log.
Allows you to view previous page of command log.
Allows you to view next page of command log.

Allows you to view next five pages of command log.

Allows you to view the last page of command log.
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This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below to
check your basic installation status stage by stage.

Checking if the Apache settings are OK or not.
Checking if the PHP settings are OK or not.
Failed to Backup/Upgrade Firmware

Cannot Accessinto VigorView

VPN Connection Failed

Contacting Your Desler

21 3 $1 $ 04

Follow the steps below to verify the Apache settings.

*1
1.
2.
3.
4.
*1

Open the Apache configuration file from the Start menu:
Programs-> Apache HTTP Server 2.0.54 -> Configure Apache Server -> Edit the
Apache httpd.conf Configuration File.

The PHP should beinstalled as an Apache Module (do not install it as CGl files). Please
check if the httpd.conf file has the following lines. If not, please add them to thefile
manually:

HHHHHHHHHAAE Start For PHP 5 #HEHAHAHARARAHHHH
LoadModule php5_module "c:/php/php5apache2.dll"
ScriptAlias /php/ "c:/php/"
AddType application/x-httpd-php .php
HHHHRHHHAHAHE End For PHP 5 R HHHHHHRHHHHH
Find the Directorylndex linein httpd.conf and add index.php.
Directorylndex index.html index.html.var index.php

Change the server document root to VigorView's document root:
Changethe line of
DocumentRoot "C:/Program Files/Apache Group/Apache2/htdocs
into
DocumentRoot "C:/VigorView/htdocs".

2+ 1 5 $ 04

Follow the steps below to verify the PHP settings.

1. Copy thefile C:/PHP/php.ini-recommended to C:/windows/php.ini.

2. If you want to enable firmware uploading, open php.ini and change the line of
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upload_max_filesize = 2M
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into
upload_max_filesize = 8M

If you want to enable the mail function, modify the following lines:
SMTP =172.16.2.8 ; for Win32 only
smtp_port = 25
sendmail_from= jtu@draytek.com ; for Win32 only

To enablethe traffic graph function, you need the gd library. Change

;extension=php_gd2.dll
to
extension=php_gd2.dll
and set the correct extension path
extension_dir = "c:/php/ext/"
To enable the system log function, you need the socket extension. Change
;extension=php_sockets.dll
to
extension=php_sockets.dll
note that in linux, the syslog port should be larger than 1024, only root can bind a lower
port.

In order to speedup the php performance and protect our php code, we use eAccelerator to
do cache and encode. The following lines should also be added.

extension="eaccelerator.dll"
eaccelerator.shm_size="16"
eaccelerator.cache_dir="c:/tmp/eaccelerator"
eaccelerator.enable="1"
eaccelerator.optimizer="1"
eaccelerator.check_mtime="1"
eaccelerator.debug="0"
eaccelerator filter=""
eaccelerator.shm_max="0"
eaccelerator.shm_ttl="0"
eaccelerator.shm_prune_period="0"
eaccelerator.shm_only="0"
eaccelerator.compress="1"
eaccelerator.compress_level="9"

For more information about eAccelerator, see http://eaccederator.net. And for Linux

installation, read the document in the eaccel erator web.

The win32 binary "eaccelerator.dll" can be downloaded from
http://www.arnot.info/eaccel erator.

To enable encrypt and decrypt function, you need the mcrypt extension.
Change ;extension=php_mcrypt.dll to extension=php_mcrypt.dll and put libmcrypt.dil
under C:\WINDOWS\system32.

)$ 6 $(C " ! $

When you failed to backup your configuration or upgrade firmware with VigorView, you
would receive the following error message.
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For solving this problem, please activate the following two items (under Management Setup
or similar pages) by opening the web page of your router.

Allow management from the Inter net
Enable remote firmwar e upgrade(FTP)
When you finished the activation, wait for the router to invoke the settings.

Now, returnto Vigor View Configuration Backup page, select and check the device that you
want to backup the configuration again.
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Then click the Backup Sel button. Now, you will get the backup compl etion screen.

* $ 3
While using VigorView, if you cannot access into the web page of VigorView, please do the
following:
1. Check if the Apache softwareis active or not. If yes, an Apache icon will appear on the

bottom right of your desktop. If not please restart Apache.

If Apache cannot be restarted, or thereis no response after restarting Apache, it must be
something wrong with your computer. Please restart your computer and try to open
Apache and VigorView again.
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When you try to build VPN connection and get the following page:

Thereis one dimmed key appeared in the column of Device ID and thereisno VPN IP created.
It means that the VPN connection is failed. The most possible reason might be both routers
share the same gateway LAN IP. To solve this problem, please configure the gateway LAN IP
addresses for the routers with different values. Then try to build VPN connection again.

* $ 7 $/

If the router still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, pleasefed freeto send e-mail to
support@draytek.com.
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